
DEPARTMENT OF THE ARMY 
HEADQUARTERS, U.S. ARMY ARMOR CENTER AND FORT KNOX 

FORT KNOX, KENTUCKY 40121-5000 

REPLY TO 
Expires 3 May 2003 

ATTENTION OF: 

ATZK-IM (25) 3 May 2001 

MEMORANDUM FOR 

Commanders, All Units Reporting Directly to This Headquarters 
Commanders, Fort Knox Partners in Excellence 
Directors and Chiefs, Staff Offices/Departments, This Headquarters 

SUBJECT: USAARMC Policy Memo No. 8-Ol- Information Assurance Vulnerability Alert 
(IAVA) Compliance 

1. References: a. AR 25-1, Army Information Management, 15 Jan 00. 

b. AR 380-19, Information Systems Security, 27 Feb 98. 

c. TRADOC Reg 25-70, Network Services, 7 Jul 00. 

d. MSG, SECDEF, ASDC31,2520162 Jun 98, subj: IAVA Process. 

e. MSG, HQDA, DACS-ZB, 1015282 Jul98, subj: Security of Army Information Systems. 

f. MSG, HQDA, DAMO-ZA, 1121502 Jan 99, subj: Assignment of Army Component to 
JTF-CND. 

g. MSG, HQDA, SAIA-IAS, 1130002 Jun 99, subj: Network Security Improvement 
Program (NSIP) Army Policy for the Implementation of the IAVA Process. 

h. Memo, DEPSECDEF, 30 Dee 99, subj: DOD IAVA. 

i. MSG, HQDA, DACS-ZB, 15 18302 Mar 00, subj : Information Assurance Vulnerability 
Alert (IAVA) Compliance. 

2. All levels of this command will: 

a. Identify and appoint a Information Assurance Security Officer (IASO) properly trained to 
manage the IAVA process for your activities. (Current roster is at enclosure 1.) 

b. Coordinate with the installation Information Assurance Manager (IAM) to ensure positive 
control of the IAVA process within your organization. 
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(IAVA) Compliance 

c. Subscribe to and comply with all Army Computer Emergency Response Team (ACERT) 
issued IAVA requirements for securing your systems/networks. 

d. Notify the Directorate of Information Management (DOIM) of compliance or 
nonapplicability of the IAVA requirements within the allotted timeframe given in an IAVA 
message. 

3. Each commander, director, manager, supervisor, and systems administrator will ensure that: 

a. Corrective actions are applied and the DOIM is notified by the IASO of compliance or 
nonapplicability of the IAVA requirements within the allotted timeframe given in an IAVA 
message. (Format is at enclosure 2.) 

b. Any system which has not been certified to the DOIM as meeting the required corrective 
action by the suspense date given in an ACERT message is shutdown and disconnected from the 
Fort Knox network until corrective action is taken. 

c. The DOIM is notified of any legacy or mission requirement system, which is shutdown 
and disconnected because of incompatibility with the corrective action required. This will allow 
the DOIM to contact ACERT for support in developing and implementing an acceptable 
alternative security solution. 

4. This policy applies to all installation and tenant activities (less USAREC and MEDDAC) at 
Fort Knox to include systems/networks maintained by contractor personnel. 

5. Information Assurance (IA) is a command responsibility and a force protection issue. The 
IAVA is a Deputy Security of Defense (DEPSECDEF) mandated positive control process and 
will be followed at all levels of command. 

6. Points of Contact are Ms. Darlene Boyd (Primary), 4-2272; or Ms. Karen Daniels (Alternate), 
4-7201. 

FOR THE COMMANDER: 

2 Encls 
as Colonel, AR 

Garrison Commander 
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DISTRBUTION: 
A less 
CDR, USAREC 
CDR, MEDDAC 

CF: 
DCG, USAARMC 

3 



ORGANIZATION IASO ROSTER 

1 ATB 

FFg$+ 
‘;f* 

SFC Jeffrey Kornmiller PV2 Jarrod Jordan 4-2432 
16th Cav Jeff Parry - lsabelle Molamphy 4-7382 

AG Charlotte Boothe Denise Cranmer 4-I 928 
CHAPLAIN Yvonne C. Guillory SSG Bernie L. Fugate 4-5255 
CPAC Martha Howard Brian Hesson 4-6432 
DCFA Bill Anderson June Jarvis 4-8937 
DFD Phil Gilbert Wilhelmina Jackson 4-3752 

DOC Janet Hobbs Christy Pyles 4-2052 
DOIM Karen Daniels Todd Fackler 4-7201 
DRM Dan Jenkins Gary Linnenbringer 4-1016 
DTDD Frank Flavell Doug Bertram 4-4191 

EEO Sharon Crompton Yolanda Wilson 4-6196 
G31DPTM Darlene Stokes 4-5524 
DBOS Larry Hager Elaine King 4-8338 
HQ ARMOR SCHOOL Barbara Bambini George Paschetto 4-7178 
IG Sherrie Brown (KNOXIG) 4-7747 
IRAC Jo Exler 4-6815 
LEC James Sinclair Gwen Brown 4-8151 
MMBL Mr. Jim Cook 4-6672 
NCOA SSG Wayne Yates 4-8196 
OCOA Aubrey Henley SSG Rhonita Brightly 4-1277 
PA0 MSG McSpadden 4-5105 
SAFETY A. D. Alicna Leonard Potter 
SGS SSG Jacquelyn Tuggle 4-1102 
SJA CW2 Craig Sumner SGT Donald Kramer 4-2669 
TSM ABRAMS MAJ Dennis Finn Gregg Skaff 4-8925 
TSM XXI MAJ John Bronaugh Linda Little 4-8980 

Jeffrey.Kornmiller@knox.army.mil 
Jeff.Parry@,l6thcav.knox.army.mil 
Boothec@ftknox4-emh3.army.mil 
Yvonne.Guillory@knox.army.mil 
Howardm@ftknox2-emh3.army.mil 
AndersonB@ftknox4-emh3.army.mil 
Phillip.Gilbert@knox.army.mil 
Hobbsi@ftknox-emh3.army.mil 
Karen.Daniels@knox.army.mil 
Jenkinsd@,ftknox2-emh3.army.mil 
Flavellb@,ftknox5-emh3.army.mil 
Sharon.Crompton@knox.army.mil 
Stokese@ftknoxdol-emhlO.army.mil 
Hanerl@,ftknoxdol-emhlO.army.mil 
Barbara.Bambini@,knox.army.mil 
Browns@,armor.ionet.army.mil 
Exleri@,ftknox2-emh3.army.mil 
James.Sinclair@knox.army.mil 
Jim.Cook@emh9.knox.army.mil 
Wayne.Yates@,knox.army.mil 
Rhonita.Brinhtly@knox.army.mil 
McSpaddenn(%tknox-emh3.army.mil 
A.D.Alicna@emhS.knox.army.mil 
Jacouelvn.Tunnle@knox.army.mil 
Crain.sumner@knox.armv.mil 
Dennis.Finn@knox.armv.mil 

280th MPD Erick Bryant SA 
ARI Glenn Exum 
LAO Cathy Presley (LAO) 
ROTC CPT Nelson 
4th Cav BDE Barbara Weatherly 
TMDE Pamela L Kincer 
WEATHER TSGT Mark Adams 
8th BN 229th RGT SGT. Kenney 
DENTAC Valeria Hicks 
DFAS Mike Stout 
FKSS Jerry Leitzell 
MEDDAC Ken Hornung 
USAREC John Teegarden 
TECO SFC Mark Deneault 

4-5551 
Rosemary Johnston 4-4932 
James C Hillman 4-3953 
Linda Booher 4-4423 
Jim Marking 6-2299 
John Greenwell 4-5732 
Jose E Martinez AMN 4-1115 

4-4896 
4-6284 
4-6335 
4-1983 
4-9090 
6-0027 

Gary Elliott 4-4722 

Bryante@ftknox5-emh3.army.mil 
exum@ftknoxari-emhl5.army.mil 
Cathy.Presley@knox.army.mil 
nelsone@,knox-rotc.army.mil 
Barbara.Weatherly@,ftknox-emh9.army.mil 

Adamsm@,ftknox-emh3.armv.mil 
Joseph.Kennev@usarc-emh2.army.mil 
Valerie.Hicks@,NA.AMEDD.army.mil 
Stoutm@ftknox-emh3.army.mil 
jleitzell@,knox.odedodea.edu 
Kenneth.Hornuno@na.amedd.army.mil 
John.Teeoarden@usarec.army.mil 
Deneaultm@emhS.knox.army.mil 



USMC CPL John Salter 4-8055 John.Salter@,knox.army.mil 



EXAMPLE 

When reporting IAVA compliance for the recently released message, IAVA reporting will be as follows: 

Place the following in the message SUBJECT line: 

“B2000-0021 “YOUR DIRECTORATE” Provides the following statistics” 

Reporting will be in the following format in the message: 

A. REPORT NUMBER OF ASSETS (GUANTLET FIREWALLS) EFFECTED. 
B. REPORT NUMBER OF ASSETS (GUANTLET FIREWALLS) IN COMPLIANCE (FIXED). 
C. REPORT NUMBER OF ASSETS (GUANTLET FIREWALLS) WITH WAIVERS. 
D. REPORT NUMBER OF ASSETS (GUANTLET FIREWALLS) WITH WAIVERS PENDING. 
E. REPORT NUMBER OF ASSETS (GUANTLET FIREWALLS) NOT IN COMPLIANCE. 

end 

Encl2 to memo, ATZK-IM, 3 May 01, subj: USAARMC Policy Memo No. 8-01 - Information 
Assurance Vulnerability Alert (IAVA) Compliance 


